NuadopMmamunoHHaA IaAMATKA I O0yUYAIOIUXCA IS pa3MelleHuA
Ha opunuaabHbix NHTEpHET-pEcypcax

C KaxKIbIM TOZIOM MOJIOZIE’KA B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IKOJLHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexxay TeM, TOMHMO OTPOMHOTO KOJIMUECTBa
BO3MOJKHOCTEH, MHTEPDHET HeceT W HpoOJieMbl. JTa MaMATKA JOJKHA TOMOYbL Tebe
0e30IMacHO HAaXOAUThCS B CETH.

KomMnbroTepHble BUPYCHI

KoMnbpioTepHBII BUpPYyC - 3TO PA3HOBUJAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMUUTELHOU OCOOEHHOCTHI0O KOTOPOU ABJISETCA CHOCOOHOCTh K pPa3MHOXKeHUIo. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT MHOBPEIUTh WU MHOJHOCTHIO YHUUYTOXKUTH BCE
daiiiel ¥ JHaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apakeéHHasd IIporpaMmMa, a TakKe MOBPEJUTh WU JIaKe YHUUTOXKUTH
OTIEpPallOHHYI0 CHCTEMY CO BceMH ailylaMu B I11eJIoM. B OOJIBIIMHCTBE C/Iy4aeB
pPaCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeToap! 3a1UTHI OT BPEAOHOCHBIX ITPOTrpaMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbIE OII€epalluOHHbIE CHUCTEMbI, HMEIOIIE CepBESHBIf/JI YPOBEHDb
3allIUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBaWBail madtu (IU¢poOBbIe 3aIIaTKU, KOTOPhIE aBTOMATHYECKH
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) U JPYyrHde OOHOBJIEHUSI CBOEH
omnepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO C OPUIIMATIPHOTO caliTa pa3paboTuynka
OC. Ecu cyIecTByeT peKUM aBTOMaTHUECKOTO OOHOBJIEHH I, BKJIIOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbIOTEDE IIO/ IIpaBaMM I10JIb30BaTeEJIA, 4 HE aIMUHUCTPATOpPA.
ITO HEe IO03BOJIUT 6OJII>IIII/IHCTBy BPpE€AOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATBCA Ha TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcionp3yii aHTUBUPYCHBIE IPOTPaMMHBIE ITPOTyKTHl U3BECTHBIX MPOU3BOAUTEIIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnYb (PU3NUECKUN JOCTYI K KOMIIBIOTEPY JIJIsI IOCTOPOHHUX JIHII;

6. Mcrosip3yii BHEITHHE HOCUTENN WH(POPMAIUH, TaKhe Kak (Jiemka, JUcK uiu (aia
13 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB,

7. He oTKpbIBali KOMIbIOTEPHBIE (DAWJIBI, ITOJIyYEeHHbIE U3 HEHAJIEKHBIX MCTOYHUKOB.
Jlaxke Te daitpl, KOTOphIE IPUCIA TBOM 3HAKOMBIN. JIydIlle yTOUHHU y HETO, OTIIPABJISII
JI1 OH Tebe Uux.

Cetu WI-FI

Wi-Fi - 5T0 He Bu/ mepefauym JIaHHBIX, HE TEXHOJIOTH, a BCETO JIUIIL OpeH/], MapKa.
Eme B 1991 rosy HujepsaH/cKas KOMIaHusA 3aperucrpuposaia 6pessn « WECA», 4to
obo3Hauaso cimoBocouetanue «Wireless Fidelity», koropslii mnepeBomuTcs Kak
«becrpoBO/IHASA TOYHOCTD>.

Jlo Hammero BpeMeHHU JAOIUIa Apyras ab0peBHaTypa, KOTOpas SIBJISIETCA TaKOU Ke
TexHoJiorue. Ato abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAHO ¢ HAMEKOM Ha
CTaHZIApT BBICHIUM 3ByKoBOUM TexHuku Hi-Fi, yTo B mepeBojie O3HAuaeT «BBICOKAs
TOYHOCTB».



Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTHIO BBIXO/Ia B UHTepHeT. HO MHOTrHMe SKCHEPThI CUHTAIOT, YTO
obmenoctynaesie Wi-Fi cetu He sBaAIOTCA 6€301MaCHBIMM.

CoBeTbl 110 6€3011acCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBol JuuHyr0 WHpoOpManuio udepe3 obOmezmoctynHble Wi-Fi cerm.
Paboras B HUX, ’KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, IOTUHBI U KaKHe-TO HOMEPA;

2. Vcrosib3yii 1 OOHOBJISIH aHTHBUPYCHBIE IIPOrPaMMbI U OpaHaMayep. TeM caMbIM ThI
obe3omnacuIlb ceds OT 3aKaYKH BUPYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnosbpzoBanuu Wi-Fi ortxmoun ¢yuknuio «O6muil goctyn k daiiam u
npuHTepam». JlaHHas QYHKIUA B3aKpbiTa II0 yMOJYAHUIO, OJIHAKO HEKOTOpHIe
II0JIb30BaTEIN aKTUBUPYIOT €€ JIJIf y/I006CTBA UCIIOIb30BaHUA B paboTe 1in yuebe;

4. He ucrnionpayi myosauunbii WI-FI g mepenaun JIMYHBIX JAHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Mcnonp3yi ToibKO 3amuineHHoe coequHenue uepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aipeca BBOAU UMeHHO «https://»;

6. B wmoOwmwibHOM TestedoHe OTKIOUN yHKnHo «Ilogkmouenne k Wi-Fi
aBTOMaTHYeCcKn». He momyckall aBTOMAaTHUYeCKOTO MOAKIIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJ'II)HI)Ie ceTu

COI.II/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HaAIly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U XXHUBYT
TaM IIOCTOAHHO, 4 B Facebook YXKeE 3aperuCTpupoBalH MUJIJIMAPA YEJIOBEK, YTO ABJIAECTCA
OI[HOﬁ CGI[I)MOIZ BCeX JKUTeJIeW IJIaHeThbl. MHOTHe II0JIb30BaTeIn He IIOHNMAIOT, 4YTO
I/IH(l)OpMaI.II/I}I, pasMelmi€eHHad HMMHKH B COLOHAJIbHBIX CETAX, MOXKET OBITH HafmeHa u
HCIIOJIb30BaHA KEM YyIrOoJHO, B TOM YHCJI€ HE 00s3aTesIbHO ¢ OJIaruMH HaMEpEHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CIHCOK Jpy3ed. Y Tebs B APY3bsAX HE JOJDKHO OBITh CIIyYalHBIX H
HE3HAKOMBIX JIIOJIEH;

2. 3amuiai cBOIO YacTHYIO »KU3Hb. He ykaspiBail maposiu, TesedoHbl, azpeca, JaTy
TBOET0 PpOXKJEeHUS U JApYyrylo JUYHyl0 HHOpManuo. 3JIOYMBIIUJIEHHUKA MOTYT
HCIIOJIB30BaTh Jlake WH@OpMAIMI0 O TOM, KaK Thl U TBOU DPOAUTENU IUIAHUPYETE
IIPOBECTU KAHUKYJIBI;

3. 3anuian CBOK PEIyTaIHIO - JIEPKU €€ B UHCTOTE U 3ajlaBaii cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JPyTHE M0JIb30BATEIN BUEJIH, UTO ThI 3arpyKaemb? [Tlogymai, mpex/ie uem
YTO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecsii THI TOBOPUIIB C JIFOIBMU, KOTOPBIX He 3Haelllb, He HCIIOJIb3YH CBOE peajsibHOe
UM U JPYTYIO JUUHYI0 HHDOpMaLUU: UM, MECTO KUTEJIbCTBA, MECTO yueObl U IIpoYee;

5. 36eraii pazmemenus ¢ortorpaduii B VIHTEpHETE, T/1e ThI N300pa’KeH HA MECTHOCTH,
110 KOTOPOU MOKHO OITP€eJIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu peructpanuu B COIUATIBHOU ceTU HEOOXOANMO UCIIOIb30BATh CJIOKHbIE ITaPOJIH,
cocrosIye u3 6ykB 1 nUQP U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;



7. )1 conuaibHON CeTH, MOYTHI M APYTUX CAUTOB HEOOXOIMMO HMCIOJIb30BaTh Pa3HbIe
mmaposiu. Torza ecti Tebsi B3JIOMAOT, TO 3JIOYMBINIEHHUKH IIOJIydaT AOCTYIT TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpaay.

OJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHbBIE IEHbIH — 5TO OYE€Hb YAOOHBIM CIOCO0 IUIaTEeKeU, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3T JIEHBI'H.

AJIEKTPOHHBIE JIEHbI'M MOSBUJINCH COBCEM HEIABHO W MUMEHHO M3-3a 3TOTO BO MHOTHX
rocy/apcTBax /[0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (GYHKIIMOHHPYIOT MU O HHMX YK€ IIPOIIMCAHO B 3aKOHe, IJle HX
PasesIAI0T Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHbBIE. Pa3zHUIla B TOM, UTO
AaHOHHMMHBIE - 3TO Te€, B KOTOPBIX paspeliaercss IIPOBOAUTH omepamuu 06e3
UIeHTUUKAIUN TI0JIb30BaTeIs, a B HEAHOHUMHBIX HIAEHTHU(MUKAIIUNA I10JIb30BaTEIIS
ABJIAETCS 00s3aTeIbHOM.

Takke cieayeT pa3anyaTh 3J€KTPOHHBIE (UATHBIE JeHbIH (PaBHBI TOCY/IAPCTBEHHBIM
BJTIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE IEHbI'M (He paBHBI TOCY/IaPCTBEHHBIM BaJIIOTAM).

OcHOBHBIE COBETHI 0 Oe30MacHON PaboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TesieOH. ITO camMbId YAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cuety. [IpuBsa3aHHbBIN TeleOH MOMOXKET, €CIU 3a0yAelTb CBOU
IUIaTEKHBIW apOoJIb UJIU 3ai/ielllb Ha CAaUT C HE3HAKOMOTO YCTPOMCTBA;

2. VMcnonb3y# ofiHOpa3oBhie mMaposu. Ilocsie mepexoza Ha YCHUJIEHHYIO aBTOPU3AITUIO
Tebe y)ke He Oy/IeT yrpoKaTh OTIaCHOCTD KPaXKU WJIH IepexBaTa IJIaTesKHOTO apoJis;

3. Boibepu cioxkHbI maposib. IIpecTymHuKaM OyZeT He MPOCTO YraZaTh CJIOKHBIN
napoJsib. Hazie’kHble apoii — 3TO MapoJik, KOTOPhIE COJlep:KaT He MeHee 8 3HAKOB U
BKJIFOUAIOT B ceDOsl CTPOUHBIE U TPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKHe KaK 3HaK JIoJutapa, GyHTa, BOCKJIMIATeIbHBINA 3HaK U T.11. Hampumep, StROng!;;

4. He BBOAM CBOU JIMYHBIE ITaHHbIE HA CafITaX, KOTOPBIM HE J0BEPACHIb.
SHGKTPOHHa}I Imo4yra

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U IIPEJIOCTaB/IsieMble €10 YCIYTH 10 IEPEChLIKE
U TIOJIyYEeHUIO BJIEKTPOHHBIX COOOIIEHNH, KOTOPhIEe PaCIpeIeISIIOTCS B KOMIIBIOTEPHOU
cetd. OOBIYHO BJIEKTPOHHBIN ITOYTOBBIA SIIUK BBIIVIAAUT CJIEIYIONAM O0Opa3oMm:
UMs_II0JI30BATENA@UMs_loMeHa. Takke KpoMe mepeiady MPOCTOTO TEKCTA, UMEETCS
BO3MO’KHOCTb Tepe/IaBaTh (hausIbl.

OCHOBHBIE COBETHI IO OE30MMACHON PAabOTe C 3JIEKTPOHHON MTOYTOM:

1. Hazio BeIOpaTh mpaBUIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOP
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haelllb U KTO
IEPBbHIN B PEUTHHTE;

2. He ykaspiBail B IMYHOU NOYTe JUUHYI0 nHopmanuo. Hanpumep, jydiiie BEIOpaTh
«MY3BbIKIbHBIN_(paHAT@» WJIU «POK2013» BMeCTO «TeMal3»;

3. Mcosib3y#l ABYX3TAITHYI0 aBTOPHU3AIAI0. DTO KOT/Ia ITIOMHUMO IapOJis HY>KHO BBOJUTH
KO/JI, pUCchlIaeMbIid 1o SMS;



4. Bpibepu CyI0OKHBIM maposib. [l KaKAOTO ITOYTOBOTO SIIHKA JOJDKEH OBITh CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Ecsim ecTh BO3MOXKHOCTh HAIKCATh CAMOMY CBOU JIMYHBIM BOIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnosp3yll HECKOJBKO MOYTOBBIX AMIMKOB. IlepBBIM Jj11 YaCTHOU IIEPENUCKU C
aJipecaTaMu, KOTOPBIM ThI JOBepseIlb. ITO 3JIEKTPOHHBIN aJipec He HaJl0 MCIO0JIb30BaTh
IIpU perucTpanuu Ha ¢popyMax U canuTax;

7. He oTKpbIBaul ¢alyibl U IPYTHUE BJIOKEHHUS B MUCbMaX JlaXKe €CJIM OHU MPUIILIN OT
TBOUX ZIpy3ei. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DarIbl;

8. Ilocie oxkoHuaHUs pabOThl HA MOYTOBOM CEPBHICE IEPE]] 3aKPHITUEM BKJIAJIKUA C
caiToMm He 3a0y/1b HAKaTh HA « BBIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOy/uIMHT — TpecsiefioBaHue COOOIIEHUS MU, COAEPKAIIUMH OCKOpOJIeHUA,
arpeccuro, 3alyTMBaHHeE; XyJIMTAHCTBO; COIMAIIbHOE OOWKOTHPOBAHUE C ITOMOIIBIO
PAa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPHOE ¢ KNOEPOYJTMHIOM:

1. He Gpocaiica B 6oii. Jlyumuii criocob: IOCOBETOBAaThCS Kak cebsl BECTU U, €CJTH HET
TOT'0, K KOMY MOXKHO 0OpPaTUThCSA, TO BHAUaJIe YCIIOKOUThCs. Eciiu Thl HAaUHEIIh OTBEYaTh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO ellfe OOJIBIIE PA30KIKEITb KOH(PIIUKT;

2. YrpaBJisii cBoed KuOeppeInyTalueii;

3. AHOHUMHOCTb B CE€TH MHUMaAs. CYHIGCTBYIOT CIT0COOBI BBIACHUTBL, KTO CTOUT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU JKU3HU. VIHTEpHET (pUKCUPYET Bce
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZeT KpaiiHe 3aTPy/THUTEIHHO;

5. ColOst0/1a81 CBOY BUPTYaJIbHYIO YECTH CMOJIOAY;

6. UrHopupyi enuHUUYHBIA HeraTuB. OJIHOpA30Bble OCKOPOUTEIbHBIE COOOIIEHHUS
JIydIiie iTHOPUPOBaTh. OOBIYHO arpeccus MpeKpaiiaeTcs: Ha HAYaJIbHOU CTa{uH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COITUATBHBIX
CETSIX eCTh BO3MOXKHOCTh OJIOKHUPOBKH OTIIPABKH COOOIIEHUH C OIIpe/IeJIEHHBIX aJ[PECOB;

8. Ecau Tl cBuzerenp kubOepOysuinHra. TBOM JIeMCTBHUSA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTesid, IOKa3aTh €My, 4YTO ero JeWCTBUS OLIeHUBAIOTCA HeraTUBHO,
MIO/IJIEP2KATh KEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKAs TIOMOIIb, COOOIIUTH B3POCTIBIM
0 ¢aKTe arpecCUBHOIO IIOBEJIEHUS B CETH.

Mo0OunbHbIH TesedoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl cofep:KaT B ce0e BIOJHE B3POCJIBIHI
dyHKIMOHAJK, © Temepb OHU MOILYT KOHKYpUPDOBaTh €O CTaI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEICTB 3AIUTHI JJI TOJJOOHBIX YCTPOMCTB ITOKA OUEeHb MaJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcs U MOOUIbHBIX IPUJIOKEHUH.



CoBpeMeHHble MOOWJIbHBIE Opay3epbl yiKe MPaKTUYEeCKHd JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacimupeHne QyHKITMOHAIA BaeveT 32 cOO0U OOJIBIIYIO CIOKHOCTh U
MEHBIITYIO 3aIUIIEHHOCTD.

Jlajsieko He BCe IMIPOM3BOIUTENN BHIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIHE KPUTHIECKIUE
YS3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

1. Huuero He sBJIIETCA IO-HACTOAIIEMY OeCIUIaTHBIM. Byab OCTOpOKeH, BeJlb KOT/ia
Tebe mpe/TaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE
YCIIYTH;

2. Jlymaiui, npexze yem oTipaBuTh SMS, doto uau Buaeo. Thl TOUHO 3HaeEllb, TJl€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH OIll€pAllMOHHYIO CUCTEMY TBOETO CMapT(dOHA;
4. lctioib3y# aHTUBUPYCHBIE IPOTPAMMBI /IJ11 MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy>1ca171 IIPUJIOXKEHHA OT HEM3BECTHOI'O HCTOYHHKA, B€Ab OHU MOIYT COAEPKATDb
BPEAOHOCHOE IIPOTrpaMMHO€ O6€CH€‘I€HH€;

6. ITocse TOro Kak ThI BBIM/IEIND C CalTa, Iie BBOAM JUUYHYI0 HH(GOPMAIHIO, 3alii1 B
HaCTpOUKHU Opaysepa u yaaau cookies;

7. HepI/IOI[I/I‘-IeCKI/I HpOBeprI KaKHe€ IJIaTHbIE YCJIIYT'H aKTUBHUPOBAHBI HAa TBOEM HOMEDPE;

8. JlaBail cBoii HOMep MOOWJIBHOTO TesedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fmoyxeH OBITH BBIKJIIOUEH, KOT/Ja Thl UM He IOJIb3yellbcsa. He 3a0ObiBaid
MHOT/Ia IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaThIBAIOIUE pa3BJIeueHud],
00BEUHAIONIYE COTHH THICAY UeJIOBEK 110 BceMy MUpy. VIrpOKU UCCIeAYIOT TaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHAIOT 33J]JaHUsA, CPAXKAIOTCS ¢ MOHCTPAaMH U
IIOJIy4alOT OIBIT. 3a YAOBOJBCTBUE OHHU IUIATAT: IIOKYyNAKT JHUCK, OIUIaYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcrBa uAyT Ha MOJJepKaHUWe W Ppa3BUTHE WUIPHl, a TakKkKe Ha caMy
6e301acHOCTh: COBEPIIEHCTBYIOTCH CUCTEMBI aBTOPU3ALNY, BBIITyCKAIOTCA HOBBIE MTaTYU
(mudpoBeIe 3aIUIATKH JJI IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX HUrpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXH
TBOE€TI'0 I1apOJId, HAa KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI I10 OE€30IMaCHOCTHA TBOETO HUT'POBOI'O aKKAyHTa:

1. Ectu ipyroil urpok BezieT cebs II0X0 WM CO3/4aeT Tebe HEMMPUATHOCTH, 3a0JIOKUPYH
ero B CIIICKe UTPOKOB;

2. Tloxkamyiica aAMUHUCTPATOpaM UIPbl HA IJIOXO€ IIOBeZleHHEe 5TOr0 UIPOKa,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BU/le CKDUHOB;



3. He yxazsiBaii imuHyto nHGOpMAIUIO B Ipodaiisie Urpsi;
4. YBakail IpyTux y4aCTHUKOB II0 UTPE;

5. He ycranaBimBai HeouIiagbHble TATIYA U MOJIBI;

6. Vlcrionib3yii c10°KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTPbl He CTOUT OTKJIIOUaTh aHTUBHpYC. [loka ThI urpaemib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

OUIIMHT WX Kpaxa JINYHBbIX JaHHbIX

OObIUHOUM Kpasked JIeHer U JIOKYMEHTOB CErofHs y»Ke HHUKOrO He YAWBHIID, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3JIOYMBIIUIEHHUKU IePEMECTUJIUCh B UHTEPHET, U
IIPO/IOJIKAIOT 3aHUMAThCA «JIIOOMMBIM» JI€JIOM.

Tak mosBUIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA I (QUIIWHT, TJIaBHAA IeJTb
KOTOPOTO COCTOUT B TIOJyYeHUHW KOH(QUIEHIIUATBHBIX JAaHHBIX IIOJb30BaTeeld —
JIOTMHOB ¥ mapoJieit. Ha anrnuiickom s3bike phishing yntaercs kak pumwuar (ot fishing
— pBIOHAsA JI0BJIA, password — MapoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOMM AaKKAyHTOM. Ecimm ThI Imoao3peBacillib, 4TO TBOA aHKETA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTb ee u COO6IIII/ITI) AIAMHUHHUCTpATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. HCHOHBSYﬁ Oe30IacHbIe Be6-CaI>JITbI, B TOM 4YHCJII€, HHTEPpHET-MarasmHOB U
IIOMCKOBBIX CCTEM;

3. Mcnonp3yii ciiokHbIe U pa3Hble mapoyu. TakuM oOpa3om, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(MHIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJIH, TO HeO6XO]_II/IMO NpeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOsA B APYy3bAX, O TOM, 4YTO TeOsI B3JI0MAaJIN 1, BO3BMOXHO, OT TBOETro
HMEHU 6YZ[6T PacCblyIaThCA CIIaM U CCbIJIKHU Ha (1)I/IIIII/IHI‘OBI>I€ CafITbI;

5. YcraHoBU HajzieskHbIN n1aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJII0YU COXpaHEHUeE NIapoJIsA B Opaysepe;

7. He oTkpeiBail daiiibl U JIpyrue BJIOXKEHHSA B MHUChMAaX JIJKe €CJIM OHU NPUIILUIU OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISIIIN JIU OHU Tebe 5Th pantIbl.

Hudposas pemyranusa

udposas pemyranus - 3T0 HeraTUBHAaA WJIH MO3UTHUBHAA UHOpPMAIUsA B ceTU O Tele.
Komnpomerupytomasa nHbopmanus pasMellleHHass B UHTEPHETE MOXKeT Cepbe3HbIM
0ob6pa3oM OTpa3UTHCSA HA TBOEHW peaysibHOU KU3HU. «I[udpoBas pemyranus» - 3TO TBOU
MMU/JIK, KOTOPBIU (popmupyercs u3 nHbopmaiuu o Tebe B UHTEPHETE.

TBoe MecTO IKUTENIbCTBA, yd4eObl, TBOe (HDUHAHCOBOE IIOJIOJKEHHE, OCOOEHHOCTHU
XapaKTepa U PACCKa3bl 0 OJTU3KHUX - BCE 3TO HAKATLJIMBAETCS B CETH.



MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIINY JIMYHOU HHDOPMAIUH B
HNuTepHeTe, HEe MOHUMASA BO3MOKHBIX MTOCIEACTBUI. ThHI Take HE CMOXKEIb JOTaaThCs
0 ToM, 4TO (poTorpadusi, pa3MeIlleHHas 5 JIET Ha3aJl, CTajla IPUYUHONU OTKa3a IPUHSITH
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmemieHue TBoux ¢ortorpaduil u Apyrue JIeUCTBHUS MOTYT He
HCUE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HaEIlb, KTO COXPAHUJI 3Ty
vHbopManuioo, momnajga JU OHA B IIOUCKOBBIE CHCTEMBI M COXpAHWJIACH JIM OHA, a
IJIaBHOE: UTO MOAYMAaIlOT 0 Tebe OKpy:Kalollee JII0JIU, KOTOpble HAaWJyT U YBUJAAT 3TO.
Haiitu mHGOpMAaINI0 MHOTO JIET CIIyCTSA CMOKET JII000H - KaK U3 I00PBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM NPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIUTe TU(PPOBON penyTaluu:

1. [Togymaii, mpexae 4yeM UTO-TO ITyOJIMKOBAaTh U IepejilaBaTh y cebs B OJiore Wiiv B
COITMAJIbHOM CETH;

2. B HacTpoiikax mpodusis yCTaHOBU OTPaHUYEHUS HA IPOCMOTP TBOEro MPOGUIA U €T0
COJIEPKUMOTO, C/leJIall €T0 TOJIBKO «JJIS IPY3€i»;

3. He pa3mernaii u He yKasbsiBaii HHGOPMAIIHIO, KOTOPas MOXKET KOT0-JI100 OCKOpPOJIATH
WJIN 0OUKATh.

ABTOpCKOE TIpaBo

CoBpeMeHHbIE IIKOJHLHHUKHU- AKTUBHBIE II0JIb30BATEN ITHM(PPOBOr0 IIPOCTPAHCTBA.
OpHako Jajieko He BCe 3HAIOT, UTO M0JIb30BAHUE MHOTUMH BO3MOKHOCTAMU ITUDPOBOTO
Mupa TpedyeT coOJII0IeHN ITPAB Ha HHTEJUIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMUH «HWHTEJUIEKTyaJbHAsA COOCTBEHHOCTH» OTHOCHUTCSA K Pa3JIUUYHBIM TBOPEHHAM
YeJIOBEUECKOTO0 yMa, HAaYWHasg C HOBBIX H300peTeHHH W B3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJYKTHl W YCJIYTH , M 3aKaHUYWBas KHUTaMu, (poTtorpapusmu,
KUHODUIBMAaMHU U My3bIKaJIbHBIMHU IIPOU3BEJEHUAMU.

ABTOpPCKHE ITpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEEHHUS
HAyKU, JIUTEPATyphl U HCKycCcTBa. ABTOPCKHME ITpaBa BHICTYNAIOT B KayecTBe TapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/TBOPUYECKHUH TPy aBTOpa He OyAeT HAallPACHBIM, IaCT eMY
CIIpaBe/l/IUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYyAa, IOJIYUHUTHh
HM3BECTHOCTH U Npu3HaHue. HUKTO 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro IIpOU3BeJleHHe, PACIPOCTPAHATh, MYOJUYHO JEMOHCTPUPOBATh, IIPOJABATh,
MMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUYHO HCIIOJIHATH, IIOKA3bIBATH/UCIIOJIHATh B
aupe wim pazmemaTth B IHTepHETE.

Vcronp30BaHUE «IIHUPATCKOTO» IIPOTPAMMHOTO O0ecIedeHusT MOXKET IPUBECTH K
MHOTHUM PHICKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUDOBKU TBOETO
YCTPOWCTBA, T7le YCTAHOBJIEHHBIN He JierajbHas nporpamma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaJbHbIE U OECIIaTHbIE IPOTPAaMMBbI, KOTOPbIE MOKHO HANTHU B CETHU.

O noprasne

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37eCh Tl MOXKeIIb Y3HAaThb O
6e30MacHOCTH B CETH IOHATHBIM U JOCTYIIHBIM fA3BIKOM, a IPH BO3HUKHOBEHUU
KPUTUYECKON CHUTyalUd OOpaTUThCA 3a COBETOM. A Takke IPUHATh ydacTue B
KOHKYPCaxX U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !



